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IEC 61850 in a “Nutshell”
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“Nutshell” Description of IEC 61850 - Nouns

Logical Devices (LDs):
— Informative only, and consist of groups of LNs
— Implemented using System Configuration Language (SCL)

* Logical Nodes (LNSs):
— Normative, consisting of Data Objects
— Used for organizational and naming purposes

« Data Objects:

e Logical Devices (LD)
— Data elements within LNs
« Common Data Classes: Legieel Roees (L)

— Format of Data Objects

Data Objects (DO)
— Value, quality code, timestamp ...

. Common Data Classes (CDC
e Common Attributes ( )

— Quality codes, enumerations Common Attributes

— Hi-Lo range limits
Standard Data Types
« Standard Data Types

— Floating point, binary, integers
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“Nutshell” Description of IEC 61850 - Verbs

Get data object
— Value, quality, timestamp, ... as defined in CDC

Put data object
— Controls, settings, etc.

Get metadata (self-discovery)
— Logical nodes and data objects

Establish datasets
— Sets of data with criteria for reporting on data changes

Get dataset (all data objects in a dataset in order)
Put dataset (all data objects in a dataset in order)

Report-by-exception of datasets
— Reported when one or more values change beyond a deadband
— Periodic “integrity scan”

Logging of events with timestamps

System Configuration Language (SCL) tools are used to configure
Implementations
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Logical Devices “Contain” Logical Nodes, “Constructed” of
Data Objects, “Structured” by CDCs, and “Mapped” to
Protocols (such as MMS, DNP3, Web Services, or SEP)

1

LN XCBR- DOs showing CDCs

Status Data Objects
CBOpCap  :INS  CB operating
Controfler containing Logical Device
Measured Value Obijects
Communication
Protocols Logical Devic SumSwARs  :BCR switched amps
Logical Node
Messaging Control Data Objects
Services LN XCBR l Pos - DPC switch Jposition
BlkOpn :spC block opening
Data Set LN CSWI
METEIETE! Setpoint Control Objects
Device LN CPOW
Applications
LN  SIMG
Proprietary
Database LN MMXU1
Connections to LN MMXU?2
Physical Device
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WG10 Effort: UML Diagrams of IEC 61850 — CDCs, Data
Sets, and Logical Nodes — Being Developed by Tanja Kostic

Common Data Classes

SPS
+ q; Quality_ST_gchg
+ stVal: BOOLEAN_ST dchg -

+ subEna: BOOLEAN_SV [0..1]

+ sublD: VISIBLE_STRINGG4_SV [0..1]
+ subl: Quality 5V [0..1]

+ subVal: BOOLEAN_SV [0..1]

constraints
{PICS_SUBST}

INS

+ 4. Quality_5T_gchg L~
= + stWal: INT32_5T_dchg

+ subEna: BOOLEAN_SV [0..1]

+ sublD: VISIBLE_STRINGGE4_5V [0..1]
+ subl: Quality 5V [0.1]

+ subWal: INT32_5V [0..1]

constraints
IBICS K1IRETY

Datasets are list of signal references, used for logging and eventing on data and/or quality change. They allow the application to “read” that list of
references once, and then receive value updates as ordered lists of values. In the meta-maodel, datasets contain thus only information on contained
references, as well as the naming-related services. Communication services are defined in CoreAcsi API
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Proposed SEP UML for IEC 61850 CDCs —
Does not include all optional data elements (readable example of
MV & SPS)
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Possible SEP “Verbs” for IEC 61850

o Get/Put Data Objects provides monitoring, controlling, and
setting values of individual data elements

« Get/Put Datasets provides monitoring, controlling, and
setting values of groups of data objects that were
established at implementation time or later. Data set values
are reported automatically when values change or on a
periodic basis.

 Logging: Not quite sure on collecting and transmitting logs
(Robby??)

 Report-by-Exception: Still working on the exact
mechanism to provide “report-by-exception” (Robby may be
able to explain more).
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“Bottom-Up” Approach:

IEC 61850 CDCs Mapped to
CIM Complex Datatypes
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Current IEC TC57 Reference Architecture — Scope and Layers
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Current TC57 Reference Architecture — Scope and Layers
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Bottom-Up Approach

e |EC 61850 has about 39 CDCs that define format or
structure of the Data Objects

— Some elements of CDCs are mandatory while others are
optional

— Some elements of CDCs are very commonly used, while
others are not

— Some CDCs are very commonly used, while others are
not
* For the cross-over between measurements coming from
field devices using 61850 to MeasurementValue in the CIM:
— Select key CDCs
— Select mandatory elements in those CDCs
— Develop complex datatypes for each key CDC in CIM

— Accept (don’t model in CIM) all 61850 Data Objects,
using the appropriate CDC complex datatypes
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IEC WG17 DER, Storage, and
PEV Activities
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DER (Generation and Storage) Functions and
Interactions

 DERs will provide:

Energy (real power) from generators and from storage units

Reactive power support (volt/var support) to both distribution and
transmission efficiency and stability

Combined generation and storage can provide rapid response to
mitigate intermittent renewable resources like wind and solar

Low voltage ride-through, emergency reserves, harmonic-
damping

Rapid response to frequency deviations

 DER will be managed:

By customers for their own exclusive use

Through direct control by utilities or aggregators

Through market-driven bids, with direct control by utilities
Through market-driven, tariff-based demand response

Xanthus Consulting International




Different DER Interactions: Direct Control,
Interactive Requests, Broadcast/Multicast

Utility/ESP DER
Management System

One-way
Broadcast/
Multicast

DER Energy
Management System
at Utility Site or
Customer Site

DER Integrated System

Loosely-coupled
Jwo-way Interactive
Requests

Loosely-couple
Two-way Interactive
Requests

%///

L

DER Management: Interactions between Components
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Controller

Direct Control

Controller
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Tightly-coupled
Direct Control

Two-way Interactive

Tightly-coupled

DER

Generator

DER
Storage

Requests

Distributed Energy Resources (DER) Site




DER Key Use Cases Must Cope with
Many Different Configurations

 Direct, tightly-coupled control
— Between inverter controller and ES-DER device
— Between Customer EMS and multiple ES-DER devices
In a building, subdivision, or campus
 Interactive two-way monitoring and control

— Between ISO/RTO and ES-DER system whose bid has
been accepted

— Between Customer EMS and multiple ES-DER systems
with their own (sophisticated) controllers
» Broadcast/multicast one-way “pricing” or “request” signals
— Between utility and Customer EMS
— Between aggregator and ES-DER systems
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Logical Devices and Logical Nodes for Distributed Energy
Resource (DER) Systems

- — i —_— — —
— DER Unit Controller — Connection Point (ECP)
- DRCT, FSEQ, MMXU -~
~ » FSEQ, N\ DCRP, DOPA, DOPR, DOPM,
( o < DPST, DCCT, DSCC, CSWI,
Recip Engine DCIP / XCBR, MMXU
Fuel Cell DFCL, DSTK, DFPM
Photovoltaics DPVM, DPVA, DPVC, DTRC v
Combined Heat Power DCHC, DCHI, DCHX, DCHS  pGEN, YRCT,
DRAT, YINV, CSWI MITV *
Energy DREX, DRAZ, MMDC XCBR
RSYN DER
- Generator 3 E P \A/ XCBR
DFUL |DFLV Exciter — Unit — Sync 3 & Circuit —vV —
Breaker U.tl|lt)_/ Electric Power
Fuel Storage AN VAV Circuit System
System Device / N7 Breaker
N
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ot — [~ Peno
attery MMXU )
System <_GD_ N DERR Plrot_ectlve PTUF
Power System laying PTOF
Measurements \ » e
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Temperature Pressure Heat CSWI
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. . . MITV .
Flow Vibration Emission Station
Service
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Meteorological New Logical Nodes
Existing Logical Nodes

DER Plant Electrical

PCDL

Generation
Protection

Logical Device

Xa

Combustion Turbines

Energy Converter = Microturbines,
Fuel Cell, Photovoltaic System, Wind
turbines, Diesel Generators, n

Storage Device = Battery, Pumped
Hydro, Superconducting Magnetic
Energy Storage, Flywheels, Micro -

I

Converter = DC to AC,

level conversion

flywheels

frequency conversion, voltage

Auxiliaries = Battery. Fuel Cell




Possible Inverter Logical Device

MMXU1 Measurements -
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Extension for IEC 61850-7-420 for EVs

Overview of extensions for EVs

~
DCRP DRCC
DER plant corporate DER supervisory
characteristics at the ECP control )

~

ZBAT ZCAB ZINV

Battery Systems Power cable Inverter

i Existing LNs
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WG14 RBAC Response to
WG15 Questionnaire
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WG15 Request for WG14: Role-Based Access Control

(Extensive Spreadsheet --- Thanks David Haynes!!)

Name of Resource:

Data collection

Permissions
Role View |Read |write Execute |Configure|Create [Delete  [Assign Permission
1|Metering System (MS) X X X X - X X -
12|Metering System (MS) user X X - - X X - -
13|Metering System (MS) admin X - - - - - - X
2|Meter Data Management System (MDMS) X X - - - X - -
3|Load Management System (LM) X X - - - X - -
4|Meter Asset Management (MAM) X X - - - - - -
5|Meter Maintenance (MM) X X - - X X - X
6|Work Management (WM) X - - - - - - -
7|Network Operations (NO) X - - - - - - ;
8|Point of Sale (POS) X X - - - - , .
9|Outage Management (OMS) X X - - - X - ,
10|Planning and Scheduling (PAS) X - - - - - - -
11|Customer Information and Billing (CIS) X X - - - X - -

Notes:

The meter itself is the source of collected data, and the meter is part of the MS
Data will be deleted after a period of time per the utility's archival policy
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WG15 Response

« WG15 is having a meeting Oct 26-27 in Knoxville
 We will review the WG14 submission

* Already have some questions:

— Can you identify which roles might be Mandatory and
which Optional — or are they all Optional?
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Discussions??? !l
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